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Homogenising European research
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Cloud-Edge-loT overview
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Main topics:
« Taxonomy definitions
ARCHITECTURE « Sharing of components between RIAs

« Peer review and testing

Key objectives:

January 2023- December 2024

« Enable architecture definitions and cooperative

Lead: ATOS settlements between projects
HaLopes + Identify key resource areas, standards and building blocks
Francesco D'Andria towards common architecture approach
Enric Pages + Understand the contribution of each project towards the
Participants: standardisation of the architecture components
MARTEL « Harmonise different approaches to a shared architecture
TRIALOG within the CEl ecosystem
ECI Main outputs:
ECLIPSE

« Agreed methodology for a shared architecture approach

Methods and Relationship: , _
, «  Whitepaper on CEl architecture
Regular meetings

« Tech workshops
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Why do we need a common language?

* Plenty of taxonomies
* Cloud - Edge - loT

» A proposed one for the Continuum
« Data pipeline

« Horizon Europe projects and others before them
« Focusing on the compute pipeline
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O Satish Chandra Gupta @scgupta
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First results — Ontology + Glossary

Cloud terms

Public and private clouds + hybrid cloud
Multi-cloud management
Orchestration of resources

Cluster management
Balancing
Scalability
Migration

Networking (c+e+f)

Network slicing management
software-defined networking (SDN)
Tunneling, Virtual Private Networks (VPN)

Compliance assessment
Service Level Agreements (SLA) management

Monitoring and observability
Security
Trust

Workloads deployment (¢ + e)
Federation (c + e)

Lifecycle management (c + e)
Data storage (c+e)

Data preservation
Virtualization

Edge terms

Far edge
Data proce

Bl

O privacy
Data curation/interoperability

Semantic annt

3/ redt

Data consistency and availakbility
Federated Learning
Data center edge
Telco edge
MEC
Fog computing
CPU architectures variability (ARM, AMD, Intel...)
Computational offloading
Green computing (smart allocation(only for
c+e) and smart switching)
Discovery and mobility of edge devices
BG and 6G
loT devices discovery
Decentralization
Decision Support Systems (in management of
cantrol of equipment)
Time Sensitive Networking (TSN)
Frugal Al
Automated monitoring system health

loT terms

Sensor

Actuator

Gateway

Real time [ Right time
Calibration

Device registry
Device management
Communication
protocols (BLE, Lorg,
WiFL...)

MQTT (pub/sub)

loT platform

Micro processing
Virtual object

Digital twin

loT cluster

Service (transversal to
other blocks)

Swarm computing
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But... only a common language?

APl Management

SECURITY

Edge Applications

. Edge Orchestration
Distributed

management

Processing &
Placement Operating System
Provisioning &

Aggregation

Device
management

| R — i

Data collection EONSTRAINED.DEVICES:

& storage

Resource
management

waoaRRoocTn o0

Decision
Making

Data Analytics Real-time

control

T
| Edge Applications

Device Connectivity |
1 Edge Orchestration

API Management | API Management
| |
Virtualization Infrastructure Resource Management

Multi-cluster Management

Device Management

Near / Far

INTEGRATION BROKERING APPLICATION

virtual object specification Semantic models for fog DevZeroOps Platform as a

controller
Autonomous and secure

Methods and tools for
resource brokerage

detection
Federated frugal Al

Data Processing |
Virtual object brokerage Service | _ =
interoperability software MCDM cloud & fog service Distributed EMS with . D
Meta network cluster brokerage automatic anomaly

reconfiguration support = - SECURITY INTEGRATION BROKERING APPLICATION DATA
Federated communications 9 ATIO
Hierarchical structure -
aggregation into super Synergetic orchestration Meta-Orchestrator e Frugal Al Tiny Al Registry, )
nodes mechanisms in the compute Edge nodes federation Cloud &fog servicebrokerage Discovery, Calibration, Mobilky G B
= Virtualobject
continuum oty

Federation
Lifecycie management,
Virtualzation, Patterns, Realtime
/ Righttime, Cluster,
Communication Protocol, MQTT

ORCHESTRATION NETWORK

TRUST AND PERFORMANCE

Federated Idenfity Management Trusted Platforms Models
Traceability and accountability Federated autherization

Zero-trust approach Detection of security issues and mitigation
Distributed Ledger Technologies in Smart mechanisms

Contracts Secure overlay, access control

Security, Privacy, Mobility,
Anomaly detection, Behavioral
Analysis Breach Response,
Layered security, CASB,
Impersonation, Token
management

Network siicing, Soioware derned
networking, Tunneling, Virtual
Private Network, 5G and 6G, Time
Sensitive Networking

Orchestration of resources, Cluster management, Baiancing, Sealabilty,
Migration, Computationaloffloading, Smart allocation, Smart switching

TRUST AND PERFORMANCE

Federated identity Managemer, Tracesbility and sccountability, Zero-trust,
Smart Contracts, Monitoring and observability, SLA management, Automated monitoring system hesith, Compliance
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First results — 8 building blocks

4 N N 7 N N [ N
TRUST & DATA RESOURCE
REPUTATION MANAGEMENT MANAGEMENT
\ VANE J
SECURITY | . N {
& ORCHESTRATION Al
PRIVACY | )
NETWORK
\ J
MONITORING & OBSERVABILITY
\ L )\ J
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Authon’zcltinm’Authg‘nticution" + Attestation
Identity management Registration
I\_ )
e
Data integrity and availability + System integrity
p

Secured communication**
Encryption

Isolation
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Accountability and transoction recording
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Functional overview

WG1: SECURITY & PRIVACY

WG2: TRUST & REPUTATION

Reputation module

Trust module

Trust calculator**

-
a

Federation

Service description

(decomposer)

High-level orchestration

Low-level orchestration

Re-orchestration

triggerer
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WG6: NETWORK

User trust } [ System trust* J }

WG3: DATA MANAGEMENT

‘ Data storage*

Data catalogue

Stream analytics

|

WG7: MONITORING & OBSERVABILITY

&

Smart Observability*

QoS/QoE policies**

=+

Physical monitoring

{ Telemetry }[ Infra.

App monitoring ‘

\

Resources

Y

A
i
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|
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Network orchestration*

Slicing management

\L Parformance assessment ]

Management module
‘- Y
Allocation & scheduling®** Discovery****
l Co-allocation
9 >
(=
Catalogue**
\ b

Resource Orchestration® ]

P

WGB: ARTIFICIAL INTELLIGENCE

f

B
[ Mapping J

Scheduling**
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Compositional overview (1/2)

Identity and registry manager
W PELY 9 Trust calculator

Identity and Rasource
Registry manager manager, DSS, >
access manager ! y .
. = Device User calculator service/app Hetwork
calculator calculator calculator
7 L Registry
Authenticator / ST \ manager, Translator
Threat and ¢ I Eatntarm l Hekoiics
" . e, | |
{ Autharization module J vulnerability \ easures / manager I
N detector e e Compliance
Reputation calculator manager
5 Data processor
Anormaly Security threat
detector detector
PR Threat and vulnerability detector l
‘ Protocol/Communication Device ty
detector
‘ Resource manager ‘ \ / calculator 2

Broker and federator
Federator, resource manager, Dss

!

HW abstraction layer Data broker Data federator
( Trusted execution [ Virtualization ]

= Encryption environments
Authentication and (remote) attestation
[ £ : } Resource manager Resource orchestrator
Identity and registry Low-level
manager, high-level orchestrator

orchestrator, DSS,
Catalogue
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Compositional overview (2/2)

Identity and registry manager,

Federator —
resource manager

\

A

High-level orchestrator

(=]

Compliance manager,

Telemetry monitor

PR Network orchestrator,
Low-level orchestrator
Resource orchestrator

Exposure module

Network controller ‘ ‘ Network mapper

Threat and
vulnerability
detector, DSS,
High-level
orchestrator,
Network monitor

Observability
manager

Compliance manager

4

Network orchestrator

[ Slice manager ]

.

DSS

Model Performance

Model Designer
Evaluator
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SLOs

High-level
orchestrator, DSS

Telemetry manager )
Resource monitor

Infra. Devices

Network monitor

Distributed ML
component

Model catalogue —y

Service/ App monitor
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Thanks for your attention!

e o EUCloudEdgelot.eu is supported by the Open Continuum and Unlock CEl and both received funding from
the European Union’s Horizon Europe Research and Innovation Programme under the Grant Agreement
**** numbers 101070030 and 101070571

* %
»




	Diapositive 1 TAXONOMY FOR THE COMPUTING CONTINUUM
	Diapositive 2 Homogenising European research
	Diapositive 3 Cloud-Edge-IoT overview
	Diapositive 4
	Diapositive 5 Why do we need a common language?
	Diapositive 6 First results – Ontology + Glossary
	Diapositive 7 But… only a common language?
	Diapositive 8 First results – 8 building blocks 
	Diapositive 9 Functional overview
	Diapositive 10 Compositional overview (1/2)
	Diapositive 11 Compositional overview (2/2)
	Diapositive 12
	Diapositive 13 Thanks for your attention!

